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Abstract 

Cloud computing has been one of the major emerging technologies in recent years. However, for cloud 

computing, the risk assessment become more complex since there are several issues that likely emerged 

[1]. In this paper we survey the existing work on assessing security risks in cloud computing applications. 

Existing work does not address the dynamic nature of cloud applications and there is need for methods 

that calculate the security risk factor dynamically. In this paper we use the National Institute of Standards 

and Technology (NIST) Risk Management Framework and present a dynamic scenario-based methodology 

for risk assessment. The methodology is based using Bayesian networks to estimate likelihood of cloud 

application security failure which enable us to compute the probability distribution of failures over 

variables of interest given the evidence. We illustrate the methodology using two case studies and 

highlight the significant risk factors. We also show the effect of using security controls in reducing the risk 

factors. 

 

1. Introduction 

Cloud computing is a new technology that provide real promise to business with real advantages in term 

of cost and computational power. Cloud computing depends on complex architectures that allow providers 

to deliver different services in different models such as software-as-a-service (SaaS), which allows cloud 

customers to process and use licensed software on the cloud providers’ resources only. The cloud services 

can also be provided as platform-as-a-service (PaaS) which lets the consumers to rent only a platform that 

gives more control to the consumer to configure it as needed. The last model is infrastructure-as-a-service 

(IaaS), which provides the consumers with a complete infrastructure where they deploy different machines 

and storage resources[1]. 

 However, it’s important to consider security and data protection when it comes to widespread cloud 

adoption [2] because cloud computing raises severe security concerns that existing in traditional system as 

well as issues that appear to be specific to that domain. Although most of these concerns are not new, 

already exist in traditional IT environment, they need more consideration because of the dynamic nature of 

cloud computing platform. The National Institute of Standards and Technology (NIST) defines the IT risk 

as “the net mission impact considering (1) the probability that a particular threat-source will exercise 

(accidentally trigger or intentionally exploit) particular information system vulnerability and (2) the 

resulting impact if this should occur” [1]. 

Security risk assessment is aim at examining possible threats, vulnerabilities, the likelihood and impact of 

them [3] to define appropriate controls for reducing or eliminating the risks [4].  
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However, Cloud computing encompasses new technologies such as virtualization and there are both new 

risks to be determined and old risks to be re-evaluated and mitigated [5]. Moreover, cloud-computing 

environment is dynamic that make the traditional assessments developed for conventional IT environments 

do not readily fit it. Therefore, there are need to dynamic risk assessment method where frequent updates 

of risk evaluation information are used to evaluate risk exposure, as close as possible to real-time [6]. 

Hence, the introduction of cloud specific security risk assessment methodology that fit the dynamic nature 

of the cloud has significant importance and scope. Recently, several studies have been conducted to 

improve traditional security risk assessment techniques and present new paradigms for analyzing and 

evaluating security risks in cloud environment. However, it is still challenge and a growing area of research 

to find security risk assessment method for cloud environment [3]. 

   

1.1. Bayesian Networks 

IN recent years, Bayesian Networks (BNs) have become increasingly recognized as a potentially powerful 

solution to complex risk assessment problems [7]. BNs have been widely used to represent full probability 

models in a compact and intuitive way. In the BN framework, the independence structure in a joint 

distribution is characterized by a directed acyclic graph, with nodes representing random variables and 

directed arcs representing causal or influential relationships between variables [7]. If the variables are 

discrete, then the conditional probability distributions (CPDs) CPDs can be represented as node probability 

tables (NPTs), which list the probability that the child node takes on each of its different values for each 

combination of values of its parents[7]. BNs offer the advantage of being able to reason in the presence of 

uncertainty, prior assumptions, and incomplete data [8].  

 Further, they are able to learn from evidence in order to update their prior beliefs. Similarly, BN models 

do not just predict a single value for a variable; they predict its probability distribution. By taking the 

marginal distributions of variables of interest, we get a ready-made means of providing quantitative risk 

assessment [8]. 

 

The remainder of this paper is organized as follows: In Section 2, we will present the related work. In 

Section 3, we will present our security risk assessment method for cloud environment. In Section 4, we 

will present motivating examples (Ecommerce application and hybrid Live VM migration scenario) to explain 

our method more.  

 

2. Related Work 

As we will see in this section there are several work towards risk assessment in cloud computing 

environment have been presented in the literature. 

In [9] Daniele et al.(2009) proposed to estimate the level of risk based on the likelihood of an incident 

scenario, mapped against the estimated negative impact. The likelihood of an incident scenario is given by 

a threat exploiting vulnerability with a given likelihood. The likelihood of each incident scenario and the 

business impact was determined in consultation with the expert group contributing to this report, drawing 

on their collective experience. In cases where it was judged not possible to provide a well founded 
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estimation of the likelihood of an occurrence, the value is N/A. In many cases the estimate of likelihood 

depends heavily on the cloud model or architecture under consideration. However, there method is not 

quantitive and the estimation of risk levels is based on ISO/IEC 27005. One of the most important 

recommendations of their report is a set of assurance criteria designed to assess the risk of adopting cloud 

services. A fully quantitative risk assessment framework would further improve this methodology [12].  

 

In [10] Amit Sangroya et al. (2010) present approach that can be primarily used by the perspective cloud 

users before putting their confidential data into a cloud. It is easily adaptable for automation of risk analysis. 

However, they define variables that can be used where there are some past statistics about the service 

provider [10]. The most obvious finding to emerge from this study is that, there is a need of better trust 

management framework and there is a lack of structured analysis approaches that can be used for risk 

analysis in cloud computing environments.  

Xuan Zhang et al. (2010) in [11] present information risk management framework that provides better 

understanding for critical areas of focus in cloud computing environment, to identifying a threat and 

identifying vulnerability. It is covering all the cloud service models and cloud deployment models. Cloud 

providers can apply this framework to their organizations to do risk mitigation [11]. However, the risk 

assessment in this paper is mainly qualitative and not quantitative.  

Prasad Saripalli et al. (2010) in [12] present a Quantitative risk and impact assessment framework (QUIRC), 

to assess the security risks associated with cloud computing platforms. The advantages of the QUIRC 

methodology are as follows. A quantitative approach gives vendors, customers and regulation agencies the 

ability to comparatively assess the relative robustness of different cloud vendor offerings and appr oaches 

in a defensible manner. It also can be helpful in alleviating the considerable FUD (Fear, Uncertainty and 

Doubt) associated with cloud platform security issues and assure that they are dealing with these issues in 

an effective way [12]. However, the limitations of the approach include the large amount of input 

information on meticulous collection of input data and probabilities of events, which requires collective 

industry SME inputs [12]. Moreover, this framework does not cover risks during all the stages of the 

lifecycle of the service when it exists on the cloud [13].  

Burton S. Kaliski et al. (2010) in [14] introduced risk assessment as a service. Risk assessment as a service 

is a new paradigm for measuring risk as an autonomic method that follows the on-demand, automated, 

multi-tenant architecture of the cloud – a way to get a continuous “risk score” of the cloud environment 

with respect to a given tenant, a specific application, or more generally, for use by new tenants and 

applications [14]. They proposed a cloud-based assessment as a service paradigm as a promising alternative. 

However, they did not implement such a service but rather offer a general paradigm to be followed [14]. 

As well as they do not suggest method to calculate risk score. 

Afnan Ullah et al. (2012) in [15] propose a methodology for performing security risk assessment for cloud 

computing architectures presenting some of the initial results. They consider the deployment and operation 

stages in the cloud lifecycle. Deployment stage where the initial placement of services on cloud providers, 

and the service operation stage where cloud resources and data managed by the cloud provider to fulfill the 

Service Level Objectives. However, at the operation stage, along with the calculated security risk for this 
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stage, the risk assessment tool will be interacting with the monitoring database and additional tools like a 

network and historical database to monitor if certain threats are becoming live [15].This work considers 

the three security requirement for information systems (Confidentiality, Integrity and Availability), but they 

do not consider other security requirements that are unique to cloud platforms such as (multi-party trust 

considerations, mutual auditability and Usability). Their future work include testing this system on a cloud 

platform with monitoring agents installed which will log certain threats when they occur. This will then be 

extended to determine threats which may be eventually occur based on the data being collected and difficult 

to determine directly from the events [15]. 

In [16] Saadia et al.(2015) proposed a new risk assessment method in which the measure of an IT risk can 

be determined as a product of threat, vulnerability and asset values. Where the asset value of each cloud 

actor is the average of the weight of confidentiality, availability and integrity ; the vulnerabilities value for 

each cloud actor specified basing on the absence or ineffectiveness of controls; threat value is calculated 

as  product of probability of occurrence and the impact where each threats is mapped to indicative number 

of vulnerabilities and assets. However, the risk value will be depend on the actor and their corresponding 

assets, their security objectives and their corresponding vulnerabilities. To improve the architecture and 

consolidate the security risk assessment for cloud computing multi-agent systems can be used. [16].   

In [17] Shareeful et al. (2017) presents a risk management framework that enables users to identify risks, 

based on the relative importance of the migration goals for specific migration scenarios and analyzed the 

risks with a semi-quantitative approach. They use the analytic hierarchy process (AHP) where each goal is 

compared with the other goals based on its importance level within the organizational context for the cloud 

migration. The net risk calculation depends on the associated risk factor values. Each risk factor value is 

estimated through the product of its probability and impact of overall risk. However, they use subjective 

judgment depending on individual perception for defining probability and impact values. The risk value is 

obtained by averaging the risk factors’ values. Finally, the net risk level is the sum product of risk level and 

relative importance of affected migration goal. However, if the number of goals were to increase, the net 

risk level estimation would be more complex[17]. They are currently working on defining a guideline for 

risk management activities along with a checklist so that the framework could provide better hands-on 

support to potential cloud users. They are also planning to develop migration goals and a risk taxonomy 

and integrate it with the guidelines.  

In [3], Fatimah M. Alturkistani et al. present a classification of cloud-based security risk assessment 

methods and tools. They suggests to have a collaborative security risk assessment method where the 

assessment is conducted in collaboration between customers and providers. They argue that this will add 

great assistance to both service providers and consumers alike. 

 

In table 1 we summarize those related work with the technique suggested in them ,their problems and the 

model or tool proposed in it. However, [14] is just a paradigm to be followed. [9] is semi-quantitative. [10] 

need past statistics about the service provider. [11] does not cover risks during all the stages of the lifecycle 

of the service when it exists on the cloud. [15] do not consider other security requirements that are unique 

to cloud platforms. [16] the risk value will be depend on the actor.[17] use subjective judgment depending 

http://link.springer.com/search?facet-author=%22Fatimah+M.+Alturkistani%22
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on individual perception for defining probability and impact values. Moreover, none of them are dynamic 

to fit the dynamic nature of the cloud computing environment. 

Table 1: Summary of the related works. 

Lit.  

Ref  

Context of 

Research 

Technique Used Problems 

 

Model/ Tool/  

Proposed  

9 Security risk 

assessment 

method for 

cloud 

computing 

Likelihood of an incident 

scenario, mapped against the 

estimated negative impact. 

-Semi-quantitative [4]. 

-The estimation of risk 

levels is based on 

ISO/IEC 27005. 

-Framework 

include additional 

standards.  

-Set of assurance 

criteria designed 

to assess the risk 

of adopting cloud 

services.  

- A fully 

quantitative risk 

assessment 

framework [12].  

10 Risk analysis 

approach that 

can be primarily 

used by the 

perspective 

cloud users. 

Build a trust matrix to analyze 

the data risk. 

The variables have been 

defined in this method 

can be used where there 

are some past statistics 

about the service 

provider. 

A lack of structured 

analysis approaches that 

can be used for risk 

analysis in cloud 

computing environments. 

Better trust 

management 

framework. 

11 Information risk 

management 

framework  

The Risk assessment step 

have four major processes 

(Likelihood Determination, 

Impact Analysis, Risk 

Determination according to 

Risk Scale, and Control 

Recommendations). 

Risk assessment in this 

paper is not quantitative. 

- 
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12 Quantitative risk 

and impact 

assessment 

framework 

(QUIRC) 

Security risk under each 

Security Objective category 

would be average over the 

cumulative, weighted sum of 

n threats that map to that SO 

category and assign a weight 

for each of the SO categories. 

Then, Net Security Risk (R) to 

the application integrated 

over the SO is a weighted 

average. 

This framework requires 

the careful collection of 

input data for 

Probabilities of events. 

Moreover, it does not 

cover risks during all the 

stages of the cloud 

lifecycle [13]. 

- 

14 Risk assessment 

as a service 

It is a paradigm to be 

followed. 

No implementation as 

well as there are no 

method suggested to 

calculate risk score. 

The dynamic 

assessment 

service 

15 Methodology 

for performing 

security risk 

assessment for 

cloud 

computing 

architectures. 

A number of stages have 

identified for performing a 

complete risk assessment 

( High level analysis of the 

system, Identifying the assets 

involved, Identify the threats 

in each cloud deployment 

scenario, High-level analysis 

of each threat, Risk 

Evaluation using evaluation 

matrix, and Risk Treatment). 

They consider the three 

security requirement for 

information systems but 

they do not consider 

other security 

requirements that unique 

to cloud platforms. 

 

Testing this 

system on a cloud 

platform with 

monitoring agents 

installed which 

will log certain 

threats when they 

occur. 

16 Comprehensive 

and shared risk 

assessment 

method for 

cloud 

computing 

Risk determined as a product 

of threat, vulnerability and 

asset values. 

The risk value will be 

depend on the actor and 

their corresponding 

assets, their security 

objectives and their 

corresponding 

vulnerabilities. 

 

-Use Multi-agent 

systems to 

improve the 

architecture and 

consolidate the 

security risk 

assessment for 

cloud computing.  
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17 A risk 

management 

framework for 

cloud migration 

decision support 

Identify risks based on the 

relative importance of the 

migration goals for specific 

migration scenarios and 

analyzed the risks with a 

semi-quantitative approach. 

-They use subjective 

judgment depending on 

individual perception for 

defining probability and 

impact values. 

- Guideline for 

risk management 

activities along 

with a checklist.  

- Develop 

migration goals 

and a risk 

taxonomy and 

integrate it with 

the guidelines. 

 

 

3. Proposed Method for Security Risk Assessment for Cloud Computing 

Our dynamic method for risk assessment is depend on the National Institute of Standards and Technology 

(NIST) Special Publication (SP) 800- 30 which is a comprehensive framework that defines a set of risk 

assessment activities in nine steps [18] which explained in figure 1 .In addition, we will use a Bayesian 

network in likelihood determination step (step5). Therefore we will go through the following steps: 

STEP 1: SYSTEM CHARACTERIZATION  

In this step, the boundaries of the IT system are identified, along with the resources and the information 

that constitute the system. Therefore, output from this step will be a good picture of the system environment, 

and delineation of system boundary [18]. 

STEP 2: THREAT IDENTIFICATION 

The goal of this step is to identify the potential threat-sources and compile a threat statement listing 

potential threat-sources that are applicable to the IT system being evaluated. Therefore, output from this 

step will be a threat statement containing a list of threat-sources that could exploit system vulnerabilities 

[18].  

STEP 3: VULNERABILITY IDENTIFICATION  

The goal of this step is to develop a list of system vulnerabilities (flaws or weaknesses) that could be 

exploited by the potential threat-sources. Therefore, output from this step will be a list of the system 

vulnerabilities (observations) that could be exercised by the potential threat-sources [18]. 

STEP 4: CONTROL ANALYSIS  

The goal of this step is to analyze the controls that have been implemented, or are planned for implementation, by the 

organization to minimize or eliminate the likelihood (or probability) of a threat’s exercising a system vulnerability [18]. 

Therefore, output from this step: List of current or planned controls used for the IT system to mitigate the likelihood of a 

vulnerability’s being exercised and reduce the impact of such an adverse event [18]. 

STEP 5: LIKELIHOOD DETERMINATION  

To derive an overall likelihood rating that indicates the probability that a potential vulnerability may be 

exercised within the construct of the associated threat environment. Therefore, output from this step will 
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be Likelihood rating [18].  

In this step, we will use Bayesian network model since it is enable to compute the posterior probability 

distribution of some variables of interest (unknown parameters and unobserved data) conditioned on some 

other variables that have been observed. Our methodology for developing scenario based Bayesian network 

as follows: 

  5.1 Identifying the important system interaction event. 

  5.2 Establishing the links between them.  

5.3 Assigning states and probabilities to each event state (i.e. The conditional probabilities for the states of 

each child node are specified for all combinations of states of their parent nodes ). The estimation of 

probabilities associated with each state can be elicited from experts, learned from data or a combination of 

these [19]. 

  5.4 Testing diagnostic to find probabilities for intended state.  

  5.5 Measure the probabilities when set evidence base on given information. 

To conducting these steps, we will use Genie tool.  

STEP 6: IMPACT ANALYSIS  

To determine the adverse impact resulting from a successful threat exercise of a vulnerability. Therefore, 

output from this step will be magnitude of impact [18] . 

In this step we will depend on current FMECA severity categories for U.S. Federal Aviation Administration 

(FAA), NASA and European Space Agency space applications . 

 

Table 2: FMECA Severity Categories [20]. 

 

STEP 7: RISK DETERMINATION  

The purpose of this step is to assess the level of risk to the IT system.The final determination of mission 

risk is derived by multiplying the ratings assigned for threat likelihood (e.g., probability) and threat impact 

[18]. Therefore, risk define as:  

           Risk = Probability x Impact 

Therefore, the decision maker can predict the risk, where the risk of each node is calculated and the node 

with maximum risk value have to given more attention and high priority to add control for it. 

 

https://en.wikipedia.org/wiki/Federal_Aviation_Administration
https://en.wikipedia.org/wiki/European_Space_Agency
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STEP 8: CONTROL RECOMMENDATIONS 

The goal of the recommended controls is to reduce the level of risk to the IT system and its data to an 

acceptable level . Therefore, output from this step is recommendation of control(s) and alternative solutions 

to mitigate risk [18] .  

 

STEP 9: RESULTS DOCUMENTATION  

Once the risk assessment has been completed (threat-sources and vulnerabilities identified, risks assessed, 

and recommended controls provided), the results should be documented in an official report or briefing . 

Therefore, output from this step is risk assessment report that describes the threats and vulnerabilities, 

measures the risk [18].  

 

Figure 1:  NIST Risk Assessment Methodology Flowchart [18] 
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4. Motivating Examples (case studies)  

Our method will be based on specific scenario so we will explain every step on our method using two case 

studies in the following two subsections. 

 

4.1. First Motivating Example (Ecommerce application): 

Ecommerce on Cloud Computing is the specific application making good use of the cloud technology 

application in the business field, taking effective use of resources and reduce costs [21].For some e-

commerce companies, entrusting the work to the third party contains some elements of risks. Going too 

much, the risks may be greater than the benefits for the business. Therefore, our first case study will be 

security risk assessment in buy book scenario for e-commerce in cloud computing environment. In the 

following we will explain our method using the buy book scenario for e-commerce application in cloud 

computing environment : 

STEP 1: SYSTEM CHARACTERIZATION  

We begin by explaining the buy book scenario for e-commerce in cloud computing environment using a 

sequence diagram in figure 2 to give good picture of the system.  

STEP 2: THREAT IDENTIFICATION 

We explained the potential threat for each event in the buy book scenario in figure 2. 

STEP 3: VULNERABILITY IDENTIFICATION 

The common cloud computing security vulnerabilities is: 

• Insecure Coding  

Injection Flaws, Cross-site Scripting (XSS), Cross-site Request Forgery (CSRF) , Buffer Overflows , Weak 

Authentication and/or Session Credentials . 

• Security Misconfigurations [23] 

• Unauthorized access to management interface. 

•  Internet protocol vulnerabilities. 

• Data recovery vulnerability.  

• Metering and billing evasion [24]. 
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                Figure.2. Sequence diagram of the buy book scenario [22] 
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STEP 4: CONTROL ANALYSIS 

The detail to be asked to analyze control used for securing the system in the cloud computing environment include the 

following: 

•  The physical security and mechanical robustness of the datacenters 

•  Controls used to commission and decommission equipment within the datacenter, including hardware 

security controls such as hardware encryption devices                                                                                                                                                                                                                                                                                                                           

•  Network operations and security features, including firewalls, protection against distributed denial of 

service (DDoS) attacks, integrity, file/log management, and antivirus protection. 

• Basic IT controls and policies governing personnel, access, notification of administrator intervention, 

levels of access, and logging of access events [25]. 

 

STEP 5: LIKELIHOOD DETERMINATION  

In this step, we will use Bayesian network model so we developed Bayesian network for the buy book 

scenario for e-commerce in cloud computing environment with states for each node which explained in 

figure 3 with some probabilities tables contain probability that we assume for each state. 

 

 

Figure. 3. Bayesian network for the buy book scenario. 

In figure 4, we explain the diagnostic analysis for the Bayesian network for the buy book scenario by 
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selecting some state of the event and see their probability.  

 

Figure 4: Testing diagnostic result for buy book scenario. 

 

When set evidence base on given information we will notice the change in the probabilities for each state 

of the events. For example, for the buy book scenario in the customer login event if the evidence set to 

customer info sent insecurely, it will lead to change in the probability of states of all nodes as explained in 

figure 5.  

 
Figure. 5. Bayesian network when customer info send unsecure for the buy book scenario. 
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By this way we can see if we change the probability of insecurity for any event the related changes in the 

posterior probabilities for each events after setting evidence.  

In figure 6 at the first row we explain the probability for the all events to be unsecure without setting for 

any evidence then we see each time if we set the evidence for one of the event to be done unsecure and 

observing the related changes in the posterior probabilities for other events. Therefore, at the second row 

we see if we set the evidence for the IaaS assign VM to merchant event to insecurely. Then the third row 

explain if we set evidence for the merchant main page to insecure interface and so on. 

 

Figure 6: The probability of insecurity for each event with the related changes in the posterior 

probabilities for each event after setting evidence. 

STEP 6: IMPACT ANALYSIS  

For the buy book scenario we determine the impact resulting from a successful threat in the following table 

that explain each event with it is severity (Impact). 

Table 3. The impact resulting from a successful threat for each event in 

the buy book scenario. 

Severity Effect on system Threat  Event 

Catastrophic  Deal with infected VM  Insecure VM assigned to 

merchant 

IaaS assign VM to 

merchant 

Critical  Deal with another website 

(hacker web site) 

Insecure main page 

accessed 

Access main page 

Critical  User name and password 

disclosed 

Insecure sending Login :send (user 

name +password) to 

customer agent 
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Risk Scale: Catastrophic (.95); Critical (.75); Marginal (.5) 

If the severity of events not known we can use value for severity from sensitivity analysis results which 

enable us to see the impact of each event on the other events. 

We explain in figure 7, the worst case of sensitivity analysis result for the Bayesian network, which we 

constructed for buy book scenario.As we can see from the figure , the first event IaaS assign VM to 

merchant affecting on all event by 100% percent so it have to given more priority to add control methods 

for it to be more secure. Then, the merchant main page security affecting on all event after it by .7 so it 

have to given the second level of priorty. Then, the customer login effect on all event after it by .62 so it 

have to give the third level of priority and so on.  

 

 Critical  User name and password 

disclosed 

Information disclosure user information 

query from database 

Significant Service denied database don’t work 

correctly or denial of 

service attack is done and 

reply not done correctly 

replay from database 

Significant Service denied denial of service attack is 

done and confirmation not 

done 

confirm login 

Catastrophic  credit card disclosed Insecure sending buy (book , credit 

card)  

Critical Buy request updated Insecure sending send buy request to 

delivery agent 

Critical  System inconsistent Inconsistent database  write order data 
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Figure. 7. Bayesian network sensitivity analysis results for the buy book scenario 

STEP 7: RISK DETERMINATION  

For the buy book scenario the result after we calculating the value of risk by multiplying the ratings assigned 

for event likelihood (e.g., probability) and its impact to assess the of risk of every event on the other event 

is explained in figure 8.  

As we can see from figure 8 at the first row we explain the probability for the all events to be insecure 

without setting for any evidence. Then we see each time if we set the evidence for one of the event to be 

done insecure and observing the related changes in the posterior probabilities for other events. Therefore, 

at the second row we see if we set the evidence for the IaaS assign VM to merchant event to be done 

insecurely. As we notice the most event affected is the event that merchant main page to be insecure 

interface by .6 percent and so on. In addition we can see the prior probabilities for other events if we set 

the evidence. For example, if we set evidence the buy book event done insecurely this mean in the customer 

login event info was sent insecurely by .6 percent and so on. 
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Figure 8: The risk of each event with the related change after setting evidence based on probability of insecurity and 

severity we specified for each event. 

 

Figure 9: Risk value based on likelihood and sensitivity analysis results 

In figure 9, we explain the result after we calculating the value of risk by multiplying the ratings assigned 

for event likelihood (e.g., probability) and its impact from sensitivity result which explained in figure 6. 

We can see the significant risk will be if the IaaS assign VM to merchant insecurely the risk of the merchant 
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main page be insecure will be.63. 

STEP 8: CONTROL RECOMMENDATIONS  

The best practices around security controls and processes for cloud computing are: 

1. PHYSICAL SECURITY 

• Fortifying physical data centers 

• Multiple control layers 

• Access authentication and 7×24 monitoring 

2. NETWORK SECURITY 

• Production environment completely separate 

• Firewall and network zone segregation 

• Two-factor authentication remote access 

• Host based intrusion detection  

3. APPLICATION SECURITY 

• HTTPS for all incoming/outgoing data transfer 

• Data encryption for credit card payment information 

• Secure application design, development and testing 

• Application firewall for an extra layer of perimeter protection 

4. VULNERABILITY MANAGEMENT 

• Internal and external network scans 

• Security application scans 

• Web application penetration testing 

• Keep critical patches up-to-date [26] 

STEP 9: RESULTS DOCUMENTATION  

From figure 7 we can see the risk value for every event in the buy book scenario without evidence and the 

risk value for each event if there is information or evidence that is specific event done insecurely . Therefore, 

the event with maximum risk value and the event effecting on it have to given more attention and high priority to add 

control for it.  

If we consider threshold for significant risk from .6 we can see the following significant risk: 

➢ If the IaaS assign VM to merchant insecurely the risk of: 

▪ The merchant main page be insecure will be.6 

➢ If the merchant main page be insecure interface the risk of : 

▪ Customer login(info send insecurely) will be.6 

➢ If the customer login info send insecurely the risk of: 

▪ User info query from database with info disclosure will be .6 

If we consider for the buy book scenario the result of the risk calculated depending on sensitivity result, 

which explained in figure 8, we can see the significant risk will be if the IaaS assign VM to merchant insecurely the 

risk of the merchant main page be insecure will be.68. 
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4.2. Second Example (Hybrid Live VM Migration): 

Live migration of virtual machines exposes the contents of the VM state files to the network. An attacker 

can do the following actions: 

a) Access data illegally during migration 

  b) Transfer a VM to an untrusted host  

  c)Create and migrate several VM causing disruptions or DoS 

This can be possible because VM migration transfer the data over network channels that are often insecure, 

such as the Internet [27].  

Therefore, our second case study will be security risk assessment for Hybrid Live VM Migration scenario 

in cloud computing environment. In the following we will explain our method on it: 

STEP 1: SYSTEM CHARACTERIZATION  

The sequence diagram that we use to explain hybrid Live VM migration to give good picture of the system 

is shown in figure 10.  

STEP 2: THREAT IDENTIFICATION 

We explained the potential threat for each event in figure 10. 

STEP 3: VULNERABILITY IDENTIFICATION  

The most vulnerabilities that is inherent in cloud computing due to using virtual machine and migration of it are:  

  -The co-location of virtual machines due to multi-tenant environment where an attacker’s virtual machine tries 

to reside in the same server of the victim’s virtual machine with purposes of misuse .  

  - An attacker who creates a valid account can create VM image containing malicious code such as a Trojan 

horse. If another customer uses this image, the virtual machine that he creates will be infected . 

  - The contents of virtual machines such as the kernel, applications, and data being used by these applications 

can be compromised during live migration [27]. 
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Figure.10. Sequence diagram of the hybrid Live VM migration scenario [28] 

STEP 4: CONTROL ANALYSIS 

The analysis include security control to be applied before migration, during migration process, and after migration. The 

detail to be asked to analyze control include the following: 

• Are the source and destination physical hosts trusted. 

 • Are an authorized access to management interface; authenticated and authorized management capabilities (VM creation, 

deletion, migration etc) are in place.  

• Is the migration data remains confidential and unmodified during the transmission. 

 • Control used for protection against network attacks, intrusions and malicious codes.  

• The presence of mechanisms to detect and report suspicious activities.  

• Protection against vulnerabilities in the migration software [29].  

STEP 5: LIKELIHOOD DETERMINATION  

In figure 11, we explain the Bayesian network we developed for the hybrid Live VM Migration in cloud 

computing environment with states for each node and their probability that we assume.  
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Figure. 11. Bayesian network for the hybrid Live VM Migration scenario. 

 

In figure 12, we explain the diagnostic analyses for the Bayesian network for the hybrid Live VM migration 

by selecting some state of the event and see their probability.  

 
Figure 12: Testing diagnostic result for the hybrid Live VM migration scenario. 

 

Then from figure 13, we can see the probability of insecurity for each event with the related changes in the 

posterior probabilities for each events after setting evidence for the hybrid Live VM migration scenario. 
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Figure 13: The probability of insecurity for each event with the related changes in the posterior probabilities for each 

event after setting evidence for the hybrid Live VM migration scenario. 

 

From figure 13, we can see the following significant likelihood: 

➢ Without evidence the destination send synchronization info for source :not done probability is .6  

➢ If the destination request profile of VM1 from NAS: done unsecure the probability that: 

▪ The profile of VM1 sending for NAS: unsecure will increase to .7  

➢ If the profile of VM1 sending for NAS: unsecure the probability that: 

▪ The destination request log file with lasts check point from source: done unsecure will increase 

to .7 

➢ If the destination request log file with lasts check point from source: done unsecure the probability 

that: 

▪ The latest log files transferring :unsecure will increase to .7 

➢ If the latest log files transferring :unsecure the probability that: 

▪ The destination request for updated dirty pages: unsecure will be .7 

➢ If the destination request for updated dirty pages: unsecure probability that: 

▪ The source replies with updated dirty pages: unsecure will be .7 

➢ If the source replies with updated dirty pages: unsecure probability that: 

▪ The destination send synchronization info for source :not done will be .6 

STEP 6: IMPACT ANALYSIS 

In Table 4. We explain the impact resulting from a successful threat for each event in the hybrid Live VM migration 

scenario. 
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Table 4. The impact resulting from a successful threat for each event in the hybrid Live VM migration scenario. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

On the other hand, we can conduct sensitivity analysis for constructed Bayesian network using that will enable us to see 

the impact of every event on the others.  

In figure 14, we explain the worst case of sensitivity analysis result for hybrid live VM migration for the Bayesian network, 

which we constructed. 

 

Figure. 14. Bayesian network sensitivity analysis results for the hybrid Live VM migration scenario 

As we can see from figure 14, the first event destination request profile of VM1 from NAS is more event 

affecting on all other event so it have to give more priority to add control methods for it to be more secure.  

 

Effect on system 

Severity 

Event 

Critical destination request profile of VM1 from NAS 

catastrophic profile of VM1 sending for NAS 

critical 

Destination Request log file with lasts check point 

from source 

catastrophic latest log files transferring  

critical destination request for updated dirty pages 

catastrophic source replies with updated dirty pages 

marginal destination send synchronization info for source  
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STEP 7: RISK DETERMINATION  

From figure 15, we can see the risk of each event with the related change after setting evidence for the 

hybrid Live VM migration scenario. 

Figure 15: The risk of each event with the related change after setting evidence for the hybrid Live VM 

migration scenario 

STEP 8: CONTROL RECOMMENDATIONS  

Insecure VM Migration can be stopped by the following countermeasures: 

- A Trusted Cloud Computing Platform (TCCP) that provide confidential execution of guest virtual machines. It provides 

secure VM launch and migration operations.  

 - PALM a secure migration system that provides VM live migration capabilities under the condition that a VMMprotected 

system is present and active. 

- The connection between the source and the destination VMMs should be authenticated and encrypted during the 

migration process.  

- Isolate VM migration traffic to prevent eavesdropping attacks [27]. 

STEP 8: RESULTS DOCUMENTATION  

From figure 15, we can see the following significant risk: 

➢ If the latest log files transferring :unsecure the risk that: 

▪ The destination request for updated dirty pages: unsecure will be .684 

 

5. Effect of using security controls in reducing the risk factors  

If we add security control to the system we have to reassess the security risk depending on the new value for state 

probabilities that we will change to see its effect in reducing the risk factors . For example, figure 16 illustrate the 

Bayesian network which we construct for buy book scenario if we change in some states probabilities for some events.  
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Figure 16: Bayesian network after change in some states probabilities for some events. 

Based on the new probabilities the new testing diagnostic result for buy book scenario will be as explained in 

figure 17.  

Figure 17: Testing diagnostic result for buy book scenario after change in some states probabilities for some 

events. 

In addition we explain in figure 18 the new value of the probability of insecurity for any event and the 

related changes in the posterior probabilities for each events after setting evidence.  
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Figure 18: The probability of insecurity for each event with the related changes in the posterior 

probabilities for each event after setting evidence. 

 

Based on this new value of the probability the result after we calculating the value of risk by multiplying 

the event probability and its impact in figure 19. 

As we can from this figure the significant risk will be: 

➢ If the merchant main page be insecure interface the risk of : 

▪ Customer login(info send insecurely) will be.6 

➢ If the customer login info send insecurely the risk of: 

▪ User info query from database with info disclosure will be .6 

Therefore we can see the effect of adding security controls in reducing the risk factors. 
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Figure 19: The risk of each event with the related change after setting evidence based on probability of insecurity and 

severity we specified for each event. 

 

6. Conclusion: 

Despite the fact that cloud computing offers many cost benefits for their cloud consumers, number of 

security risk are emerging in association with cloud usage that need to be assessed.  

However, Risk assessment is a complex undertaking, usually based on uncertain information while 

managing uncertainties is a tedious task and the nature of occurrence of threats and vulnerabilities change 

rapidly. 

This paper presents method for security risk assessment in cloud computing that will enable the cloud 

provider to assess the risk based on existing scenario, and prioritizing security risks. It is using Bayesian 

network that allows entering evidence so probabilities in the network are updated when new information 

is available. Depending on the assessment results the cloud provider can establishing controls so that the 

risk can be reduced to an acceptable level. For illustration of the method, we explained it is in two scenario. 

However, our method need to have initial probabilities for events occurrence depending on existing control 

and threat analysis. 
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